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Useful tips to keep in mind before you go online:

• Think before you post! I know – it's tempting. ...

• Keep it private. ...

• Stranger danger. ...

• Stop Bullying. ...

• Report suspicious actions.

HOW CAN WE MAKE THE INTERNET A SAFER PLACE?



CONNECTING TO THE INTERNET

Online access also comes with risks, like inappropriate content, 

cyberbullying, and online predators.

Using social media apps and websites where kids interact, predators 

may pose as a child or teen looking to make a new friend.



CYBER SECURITY

SECURITY AND PRIVACY ON THE INTERNET



WHAT IS CYBER

SECURITY?
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• V A R I O U S D I G I T A L C O M P O N E N T S

• N E T W O R K S

• D A T A

• C O M P U T E R  S Y S T E M S
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TYPES OF CYBERATTACKS



MALWARE ATTACKS

Trojan Adware

7

Spyware Worms



FA K E E M A I L S  W H I C H A P P E A R TO B E  

C O M I N G F R O M A  L E G I T I M AT E

S O U R C E .
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PHISHING
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SOCIAL ENGINEERING

E M OT I O N S ,  T H AT H AV E G R E AT

I M PAC T O N T H E TA R G E T:

• G R E E D :  „ D O T H I S O N E T H I N G A N D  I  

W I L L G I V E Y O U …  „

• E M PAT H Y :  I M P E R S O N AT I N G S O M E O N E

Y O U K N O W A N D  A P P E A L F O R H E L P

• C U R I O S I T Y

• V A N I T Y: „Y O U A R E R E A L LY TA L E N T E D !  

W O R K F O R M E … ”
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THE MAN IN THE MIDDLE

T H E H AC K E R  G A I N S AC C E S S TO T H E

I N F O R M AT I O N PAT H B E T W E E N O U R

D E V I C E A N D  T H E WEBS ITE ’ S S E RV E R
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HOW TO PREVENT?

• I N STA L L A  F I R E WA L L

• I M P L E M E N T H O N E Y P OT S

• U S E U N I Q U E A L P H A N U M E R I C PA S SW O R D S

• U S E A N  A N T I V I R U S  S O F T WA R E

• AV O I D M A I L S F R O M U N K N O W N S E N D E RS



THANK YOU

S o u r c e s :  h t t p s : / / w w w. y o u t u b e . c o m / w a t c h ? v = i n W W h r 5 t n E A

h t t p s : / / w w w. w a l l a r m . c o m / w h a t / w h a t - i s - a - c y b e r - a t t a c k

h t t p s : / / w w w. c r o w d s t r i k e . c o m / c y b e r s e c u r i t y - 1 0 1 / m a l w a r e / t r o j a n s /

https://www.youtube.com/watch?v=inWWhr5tnEA
https://www.wallarm.com/what/what-is-a-cyber-attack
https://www.crowdstrike.com/cybersecurity-101/malware/trojans/

